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ABSTRACT

Emerging technologies pose many new challenges for regulation and governance on a global scale. With the advent of distrib-

uted communication networks like the Internet and decentralized ledger technologies like blockchain, new platforms emerged,

disrupting existing power dynamics and bringing about new claims of sovereignty from the private sector. This special issue

addresses a gap in the literature by focusing the discourse on the issue of trust and confidence in the digital realm. In particu-

lar, looking at the evolution of the web (from Web 1.0, to Web 2.0, and then Web 3), this article analyses how every iteration

reflects a different way of dealing with the problem of trust online, resulting in a different regulation and governance landscape.

Technology is often regarded as a new lever of regulation, attempting to resolve the problem of “trust” online, either through the

introduction of a new trusted authority (Web 2.0) or through the introduction of technological guarantees that provide more as-

surance—or “confidence”—in the way interactions can be operationalized (Web 3). Yet, each of these technologies also introduce

new risks and governance costs, ultimately shifting the problem of trust in a new direction rather than resolving it or removing

the need for trust altogether. The main contribution of the articles in this special issue is providing a better understanding of the

trust challenges faced and posed by emerging technologies and demonstrating how they affect institutional governance—in both

theory and practice—with a view to help policymakers find appropriate answers to these challenges.

1 | Introduction

Governance and regulation in the 21st century are increasingly
entangled with digital technologies. National governments and
international organizations are grappling with the regulation
of centralized online platforms and, more recently, with that of
distributed digital technologies like blockchains. This distinc-
tion between centralized, decentralized, and distributed tech-
nologies—which Baran (1964) referred to as different “network
models”—has a strong bearing on governance and regulation.
Centralized digital networks have a single hub through which
transactions flow from various network nodes, and decentral-
ized digital networks have multiple such hubs, but distributed
networks transact directly across many nodes in a peer-to-peer
manner, avoiding any single hub that can act as a single point
of failure. At least in theory, distributed networks can continue

to function even if some nodes fail, while the compromise of
network hubs in centralized and decentralized networks can
adversely affect their functioning. The network model affects
how these technologies are governed or regulated by outside
forces (i.e., governance of the technology) as well as their own
internal governance and regulatory dynamics (i.e., governance
by the technology). Accordingly, online platforms controlled by
centralized platform operators introduce different governance
dynamics than decentralized networks, and in particular block-
chain networks, that are governed in a more distributed manner.

The operators of centralized platforms are registered in at least
one jurisdiction, which has an important function in regulating
the operations of these online platforms (De Gregorio 2022).
Yet, large online operators increasingly operate like private
governments, implementing their own constitution, rules, and
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arbitration processes on their online platforms. Facebook's
Oversight Board is one prominent example of a private com-
pany implementing its own private dispute resolution process
for resolving content moderation disputes. Public and permis-
sionless blockchain protocols, in contrast, are operated through
a globally dispersed network of nodes which are not managed
by a centralized operator but rather by “distributed consen-
sus.” Unlike private, permissioned blockchains, anyone can
read, submit, or validate transactions in a public, permission-
less blockchain, so long as they follow the rules of the protocol.
While these blockchains are open to anyone participating, they
cannot be controlled by any single person or entity. A public,
permissionless blockchain protocol cannot be unilaterally mod-
ified or coerced by one network actor—even updates and forks
of the protocol require the active consent and participation of
all network nodes (De Filippi et al. 2022). This means that—at
least in theory—everyone must abide by the rules enshrined in
the blockchain protocol: any attempt to violate these rules will
be immediately detected, and therefore rejected, by the other
network participants (Zwitter and Hazenberg 2021). These
properties significantly constrain the discretionary and coercive
capacity of individual network actors, leading to many—largely
unsubstantiated—claims that blockchains are “trustless” sys-
tems, as compared to corporate platforms that rely on “trusted”
intermediaries (De Filippi et al. 2020). The trustlessness of these
systems is, however, questionable, as certain network actors
(e.g., protocol founders, developers, large mining or validator
pools, crypto-currency exchanges, and other dominant players
in the blockchain ecosystem) can leverage their influence (or
soft power) to influence the behavior of the other actors in a
blockchain network, thereby potentially affecting the operations
of the network itself.

Perhaps due to the crypto-libertarian roots of blockchain tech-
nology (Golumbia 2016; DuPont 2018; Swartz 2018), the early
literature on blockchain governance was focused mainly on core
economic and game-theoretical aspects (Kroll et al. 2013; Bhme
et al. 2015) of the technology. Most of the early literature also
had a strong technologically deterministic flavor (Heilbroner
1967), focusing on the potential implications of blockchain tech-
nology on the law (Szabo 1997, Buterin 2014), economy (Swan
2015, Vigna and Casey 2016), politics (Atzori 2017), and society
more generally (Tapscott and Tapscott 2016), with little atten-
tion paid to the broader societal context in which the technology
was introduced and the governance implications that the tech-
nology could have, both at the micro and macro levels.

As the editors of this special issue, we have been exploring in
our research the implications of blockchain technology, looking
at both their benefits and drawbacks, with a view to analyzing
the potential opportunities and challenges of these new technol-
ogies, and how they can inform our understanding of regula-
tion and governance. In the past few years, our work has been
focusing mostly on the regulatory issues raised and faced by
blockchain technology (De Filippi 2014; De Filippi and Wright
2018; De Filippi et al. 2024a), with particular regard to the lim-
itations of governance systems for the most part grounded on
code-based rules (De Filippi et al. 2024a; Reijers et al. 2021).
We have also investigated the role of blockchain technology as
a regulatory technology (De Filippi and Hassan 2018) and the
ways in which it can also be used to, at least partially, escape

from existing regulatory frameworks (De Filippi et al. 2022). In
this context, we drew analogies to the “rule of law” and the au-
thoritarian “rule by law,” claiming that centralized platforms are
usually “ruled by code,” while blockchain protocols are subject
to the “rule of code” (De Filippi et al. 2022). In this research, we
find instances in which the rule of code conflicts with the rule
of law, with increasing attempts by states to rein in the rule of
code using various legislative and regulatory strategies. Finally,
we have looked into the various ways in which blockchain tech-
nologies can be leveraged for the creation of new organizational
structures with a more community-based governance system
(De Filippi 2017), with specific focus on the use of blockchain
technology in the context of platform cooperatives (Mannan and
Pek 2024; Mannan 2018).

The aim of this special issue is to provide an interdisciplinary
forum to discuss the latest developments in the realm of regu-
lation and governance that have been brought about by block-
chain technologies, as well as their implications for trust and
confidence. We invited both theoretical and practical contribu-
tions, with a view to helping regulators and policy-makers ad-
dress the challenges and opportunities raised by these emerging
technologies.

This framework article illustrates how the multi-faceted con-
cepts of trust and confidence are crucial for analyzing the reg-
ulatory and governance challenges created by these different
network models. Drawing upon an extensive, transdisciplinary
body of literature on trust, this article articulates the contribu-
tions to this special issue to enrich our understanding of the
challenges related to the governance of and by digital technolo-
gies and how building trust or confidence can aid in mitigating
these challenges. This is a novel theoretical contribution for two
main reasons.

First, scholars have long been exploring what is the right lens
to investigate the quickly changing landscape of digital gover-
nance, but have paid relatively limited attention to the interplay
between governance of digital technologies and governance
by digital technologies. Some have argued that emerging tech-
nologies urge us to consider a new form of jurisprudence, or
“digisprudence” (Diver 2021), or a new form of “digital consti-
tutionalism” (Suzor 2018; Celeste 2019) that would draw on
constitutional principles and norms to place checks and bal-
ances on the governance of digital platforms. Others believe
that the fundamental principles of liberal democracies, such
as the rule of law, should govern and constrain digital plat-
forms (Hildebrandt 2018; Bradford 2023). Scholars have also
questioned the emerging power dynamics stemming from the
emergence of “digital sovereigns” (Pasquale 2018) or “cloud
empires” (Lehdonvirta 2022) that confront us with a new form
of “digital feudalism” (Mazzucato 2019) or “techno feudalism”
(Varoufakis 2023). Similar concerns have been expressed with
regard to blockchain systems and the emergence of private
powers acting as functional sovereigns during certain states
of exception (Reijers et al. 2021). These bodies of literature
often tackle either the question of governance by technology
(i.e., institutional design questions, such as how can we design
sociotechnical systems to support the rule of law?) or gover-
nance of the technology (i.e., the question of agency in these
systems, such as how to check the decision-making powers of
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new ostensible “feudal lords” like Elon Musk and their digital
platforms?). The interplay between governance of and by dig-
ital technologies has yet to be adequately investigated in the
literature. Considering these topics jointly is helpful in under-
standing the extent to which these two modes of governance
each constrain and potentially enhance the other. In other
words, how does the governance by digital technologies influ-
ence the governance of these technologies, and—vice versa—
how does the governance of digital technologies influence the
governance by these technologies?

Second, this special issue seeks to fill this gap by focusing on
the analytic lens of trust and confidence. The concept of trust
has already been heavily discussed in the fields of sociology
(Luhmann 2000), political philosophy (Pettit 1995), and rational
choice theory (Hardin 2002). Some scholars have defined trust
as a mental state comprising the intention to accept vulnerability
based upon positive expectations of the intentions or behavior of
another (Giddens 1999). Others have looked at trust as a socio-
logical concept and have argued that trust is essential for the
functioning of any society because it allows humans to interact
with each other and to cooperate with one another without hav-
ing to constantly monitor and police each other (Gambetta 2000;
Costa 2007). Still others have looked at trust from a more eco-
nomic perspective, showing that trust is an essential component
of any market economy because it allows people to trade with
one another on a recurrent basis even if they do not know each
other (Lorenz 1999).

Trust is an important phenomenon that impacts the way peo-
ple behave and coordinate themselves in society. While on a
personal level, trust essentially relates to a person's individual
disposition towards vulnerability and risk, trust is also a struc-
tural or systemic concept related to shared expectations about
broader societal systems or institutions. It is in this latter sense
that we “trust” our government. Sometimes, expectations are so
enshrined in our understanding of the world that we no longer
perceive the risk associated with a particular course of action.
This is what led the sociologist Niklas Luhmann to draw a dis-
tinction between the phenomena of trust (vertrauen) and confi-
dence (sicherheit).

In this framework article, we claim that the interplay between
trust and confidence offers a fruitful lens through which to
analyze the regulation and governance of and by digital tech-
nologies. Drawing from the historical reasons that motivated
the development of Web 1.0 and 2.0 technologies, we focus in
particular on blockchain technologies—regarded as the cata-
lysts of Web 3—because these technologies raise novel issues
with regard to trust and confidence, while also providing new
ways for governance and regulation to respond to those issues.
In the first section of this article, we demonstrate the benefit
of using trust and confidence as an analytic lens to look at the
various iterations of the Web and their respective implications
for regulation and governance. In the second section, we turn
to what we call the “confidence machine”—that is, blockchain
technology—and the new challenges it raises with regard to reg-
ulation and governance. In the third section, we describe these
challenges in more detail and we delineate potential regulatory
and governance responses. We conclude, in the fourth section,
with an overview of the articles in this special issue, according

to three broad themes: (1) the impact of emerging technologies
on trust and confidence, (2) trust and governance in the context
of blockchain systems, and (3) emerging technologies for trust
and global governance.

2 | Trust, Confidence and Internet Governance

In this section, we rely on trust and confidence as an analytic
lens to investigate the operations of the multiple iterations of
the Web throughout the years and their influence on regulation
and governance. While there is no single established definition
of “governance” (Kjaer 2023) or “regulation” (Levi-Faur 2011)
in the academic literature, for the purposes of this article, we
refer to governance as the overall processes and structures by
which organizations or communities are directed, controlled,
and managed—both endogenously and exogenously. This
comprises the various mechanisms, processes, and relation-
ships through which deliberation is made, power is assigned,
decisions are taken, and ultimately put into practice. While
we take regulation to refer specifically to the creation and en-
forcement of formal rules, laws, or directives by an external
authority (such as a government or regulatory body) to control
specific behaviors or activities (Mitnick 1975; Laffont 2005;
Bernstein 2016), we regard governance as a broader concept
that also encompasses the informal practices, cultural norms,
and ethical considerations adopted within organizations or
communities to facilitate the processes of decision-making,
management, and accountability (Kaler 2002; Christiansen
and Piattoni 2003; Fukuyama 2013).

2.1 | Understanding Trust and Confidence

Trust and confidence represent distinct yet complementary
mechanisms through which humans navigate social and institu-
tional relationships. Depending on the contingencies, they may
constitute the input (i.e., a precondition) and the output (i.e., a
consequence of) regulation and governance. Before delving into
the implications of trust and confidence on Internet governance
and regulation, we provide a preliminary definition of these
two important terms. In particular, although there is still some
degree of discussion and disagreement among scholars about
the precise meaning of these terms (see e.g., Gambetta 2000;
Hardin 2002), we rely in this section on Luhmann's conceptual-
ization to elucidate the distinction between trust and confidence
(Luhmann 2000).

Trust, according to Luhmann (2000), has to do with the con-
scious act of putting oneself in a situation of vulnerability with
respect to the behavior of another. As such, trust is fundamen-
tally interpersonal and relational: it is a relationship between
two parties—the trustor and the trustee—whereby the former
voluntarily decides to rely on the behavior of the latter, under
the belief that the latter will behave in line with the expec-
tations of the former (Gambetta 2000). By trusting another
agent, however, the trustor makes him or herself vulnerable
for betrayal. For instance, when we entrust our children to
a babysitter, we make a conscious choice to accept vulnera-
bility based on our assessment of that person's character and
capabilities. Similarly, when we share sensitive information
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with a friend, we trust them not to misuse it, knowing they
could potentially betray that trust. Hence, central to the no-
tion of trust is the feeling of risk or uncertainty. Risk refers
to situations where the probabilities of different outcomes
are known or can be reasonably estimated (i.e., known un-
knowns). Uncertainty, on the other hand, refers to situations
where the probabilities of outcomes are unknown or cannot be
accurately estimated. It is characterized by a lack of informa-
tion, unpredictability, and the presence of unknown factors
(i.e., unknown unknowns). As described by Giddens (1990)
“trust is only demanded where there is ignorance—either of
the knowledge claims of technical experts or of the thoughts
and intentions of intimates upon whom a person relies” (p.
89). Thus, all things being equal, the decision to rely on a
third party in a situation of risk or uncertainty will depend
both on the amount of trust that can be conferred to the third
party, and the possible consequences that a breach of trust
might entail. One may choose to trust a third party even if
fully aware that betrayal is possible, because trust makes it
possible to offload some of the cognitive load that would have
to be incurred otherwise on all kinds of “what if” questions.
John Locke (1988) regarded the development of trust as a
fundamental requirement for humans to leave a state of na-
ture and form more advanced societies, where crucial tasks
can be delegated to (trusted) third-parties. Naturally, because
trust is a conscious choice by the trustor, should the trustee
breach the trust, the trustor will assume responsibility and ul-
timately take the blame for choosing to confer trust to a non-
trustworthy party. In sum, the key characteristics of trust can
be synthesized as follows:

1. Trust is interpersonal or relationship-based.
2. Itinvolves a conscious choice to accept vulnerability.
3. Itoperates in the presence of risk or uncertainty.

4. Tt can be betrayed, leading to personal disappointment and
revised expectations.

Confidence, in contrast, operates through our assessment of sys-
tems, processes, and patterns, rather than through interpersonal
relationships (Luhmann 2000). Different from trust, confidence
is not associated with a feeling of risk or uncertainty, but rather
with a feeling of certainty and assurance resulting from indi-
vidual experience and shared expectations. Certainty refers to a
state of conviction that something is true beyond any reasonable
doubt, leaving no room for ambiguity. Assurance recognizes the
potential for some degree of uncertainty but with a sufficiently
low probability as to be considered reasonable and acceptable.
When we have confidence in a system or process, we rely on it
based on observed patterns of behavior or institutional guaran-
tees, rather than personal relationships. For example, when we
use an ATM, we have confidence in the banking system to accu-
rately process our transactions—not because we trust any indi-
vidual banker, but because we rely on the systematic processes,
technological infrastructure, and institutional guarantees in
place. Generally, in a situation of confidence, people do not even
perceive the risk that their expectations might remain unful-
filled. As a result, when acting upon confidence, people will not
blame themselves for any potential disappointment in the out-
come of their actions; the fault will naturally be attributed to the

actions of third parties or external, largely unforeseeable events
(Giddens 1990). In sum, the key characteristics of confidence
can be synthesized as follows:

1. Confidence operates through assessment of processes
rather than relationships.

2. It is based on systematic patterns and institutional
arrangements.

3. It is generally associated with a strong sense of assurance
and low uncertainty.

4. Its failure leads to system critique rather than a feeling of
personal betrayal.

This demonstrates how trust and confidence are not simply
points on a certainty —uncertainty continuum, but rather dis-
tinct mechanisms that can operate independently or in concert.
While both contribute to reducing the cognitive load of decision-
making, they do so through different channels: trust through
interpersonal relationships and voluntary vulnerability, and
confidence through systematic processes and institutional
arrangements.

Most social interactions typically require a combination of both
confidence and trust. For instance, when engaging a lawyer, cli-
ents rely on both confidence in the legal system's professional
standards and oversight mechanisms, and trust in their spe-
cific lawyer's commitment to representing their interests. These
mechanisms complement each other but serve distinct func-
tions. Likewise, in the context of e-commerce, when purchasing
from an established online marketplace, consumers typically
exhibit both trust and confidence. They have confidence in
the platform's systems (payment processing, delivery tracking,
return policies) while also trusting specific sellers based on re-
views and past performance. A failure in the platform's systems
would undermine confidence, while a dishonest seller would
breach trust.

Albeit semantically distinct, the two concepts are inherently
related to one another. On the one hand, trust and confidence
can feed into each other, leading to a direct correlation among
the two: trust can contribute to achieving more confidence,
and confidence, in turn, can be an important driving factor for
trust. For example, in the context of healthcare, patients typi-
cally have confidence in the medical system's processes (stan-
dardized procedures, licensing requirements, quality controls)
while simultaneously developing trust relationships with indi-
vidual healthcare providers. The system's confidence-building
mechanisms actually facilitate the development of interpersonal
trust. Conversely, it is often the case that confidence in a system
may result from there being trust in a higher-level actor in the
system. For instance, I am confident that I will not get robbed
when walking down the street because I trust my government
to provide a functioning police force to dissuade criminals from
attacking me. The existence of this confidence, in turn, enables
me to trust strangers—an important and necessary activity in
modern society.

On the other hand, trust and confidence can be regarded as
two distinct forces that have the ability to complement and
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sometimes even supplement each other. This means that trust
and confidence may have an inverse relation, whereby the in-
sufficiency of one will be mitigated by increasing the other:
in a low-trust environment, more confidence is required, and
vice versa, in a low-confidence environment, higher levels of
trust are required to engage in social interactions. For exam-
ple, in places where confidence in governments is low, specific
mechanisms need to be put into play to support social and eco-
nomic activities. These include both confidence-enhancing
solutions, such as third-party organizations responsible for
ensuring the safety of citizens (e.g., private police forces) and
trust-enhancing mechanisms, including stronger social bonds
and peer-to-peer pressures designed to bring higher levels
of trust amongst individuals. The reason why some societies
might favor confidence over trust, or vice versa, ultimately
depends on multiple factors, whose delineation is beyond the
scope of this article.

While both trust and confidence are valuable tools to support
human interaction, one challenge with trust is that it does not
scale well: it is viable in a small communal setting, but not
amongst strangers who might be tempted to betray each other.
Regulation can enhance both trust and confidence (in the way
people or institutions behave) through different mechanisms. It
can increase confidence by standardizing processes and creat-
ing predictable outcomes, while simultaneously fostering trust
by providing frameworks for accountability and recourse in
cases of betrayal. In particular, the standardization of education,
evaluation, and accreditation makes it easier to predict the skills
and capacities of individuals, allowing citizens to be more confi-
dent in certain systems and processes, while also making it eas-
ier for people to engage in trusting relationships. Understanding
these distinct but complementary roles of trust and confidence
is crucial for analyzing how different regulatory and governance
mechanisms operate in various contexts, from traditional insti-
tutions to emerging technological systems.

2.2 | The Role of Technology for Confidence
and Trust

The relationship between technology, confidence, and trust re-
mains largely ambiguous. On the one hand, technology plays a
crucial role in the production of confidence to the extent that it
is used to create standardized processes with a higher degree of
automation, and thus predictability. This has been the case with
the invention of the printing press (enabling more standardized
administrative processes), the development of factories and as-
sembly lines (enabling predictable labor patterns and more stan-
dardized outputs), and, more recently, with the rise of big data
and machine learning to guide and inform policy-making, as
with data-driven climate models (enabling more clarity and pre-
dictability in terms of policy outcomes). On the other hand, even
though technology can produce confidence through standard-
ization and predictability, it also has the capacity to challenge
traditional accountability processes, creating greater risk and
uncertainty. For instance, while big data and machine learn-
ing can promote predictability in governance, when improperly
managed or understood, these technologies can equally con-
tribute to undermining trust and confidence, raising questions
about privacy and security, along with a new plethora of ethical

concerns related to, for example, algorithmic biases and lack of
interpretability.

While we acknowledge the importance of investigating the dual
role of digital technologies—recognizing both their constructive
and potentially detrimental impact on trust and confidence—we
focus here on the use of technology as a “regulatory technology”
that is specifically geared towards increasing confidence in a
technologically mediated system, with a view to making it easier
for the users interacting on that system to establish trusted (or
trustless) relationships.

The role of technology as a regulatory tool has become par-
ticularly apparent with the advent of digital technologies.
Indeed, back in the early Internet days, Lawrence Lessig came
up with the (often misunderstood) expression “code is law”
(Lessig 1999)—underscoring a fundamental shift in how reg-
ulations are implemented and enforced in the digital realm.
Lessig claimed that digital technologies, through their code-
based rules, have the capacity to shape and govern behaviors
in ways similar to legal frameworks. Yet, whether or not this
creates more confidence, ultimately depends on the trust that
users place in the operators of these digital systems. Users must
have confidence that the code, which essentially acts as the
rulebook, is not manipulated to serve the interests of specific
third parties, at the detriment of the users. Hence, once again,
we observe that confidence in a technological platform is the
result of trust in the entities operating that platform. Once con-
fidence is established, users of the platform will have the oppor-
tunity to interact with one another without necessarily having
to trust each other—provided that they trust the platform op-
erator to act as a trusted intermediary. The conceptualization
of trust and confidence across this special issue's contributions
reveals a series of commonalities and tensions in how these con-
cepts operate in technological contexts, and in particular the
blockchain context. Bodo and De Filippi (2024), for instance,
illustrate how Decentralized Finance (DeFi) systems attempt
to establish confidence through technological mechanisms
while still requiring traditional trust-based structures for wide-
spread adoption. They suggest that purely confidence-based
systems—even with strong technological guarantees—may not
fully substitute for trust-based relationships in financial ser-
vices. This tension is further elaborated in Bayern (2024), which
identifies specific costs associated with over-reliance on algo-
rithmic confidence (what he calls “formalism costs”), claiming
that pure confidence-based systems may be both expensive and
potentially unreliable, requiring complementary trust mecha-
nisms through organizational law. Alston (2024) adds another
dimension by distinguishing between institutions (building
confidence through ex-ante rules) and norms (facilitating trust
via community-driven adaptability), to explain why blockchain
systems, despite their strong institutional confidence guaran-
tees, still require trust-based social norms to handle unforeseen
circumstances. Davidson and Potts (2024) reinforce this view
by arguing that blockchain governance should draw from cor-
porate rather than political models precisely because it operates
in a context of voluntary cooperation where trust relationships
remain crucial. Backer (2024) concept of “trust platforms” of-
fers a bridge between these perspectives, showing how digital
technologies transform trust from purely interpersonal rela-
tionships into quantifiable metrics mediated by platforms. This
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transformation suggests that modern systems often blend trust
and confidence mechanisms, with platforms serving as interme-
diaries that translate trust relationships into confidence metrics
while simultaneously requiring trust in their own operations.

These varied perspectives from the special issue's contribu-
tors reinforce our argument that trust and confidence operate
as distinct but complementary mechanisms rather than points
on a certainty —uncertainty continuum. They demonstrate how
technological systems often attempt to maximize confidence
through algorithmic guarantees while still requiring various
forms of trust relationships to function effectively. This inter-
play becomes particularly evident in blockchain systems, where
attempts to create “trustless” confidence-based systems ulti-
mately reveal the persistent necessity of trust relationships at
various levels of system operation and governance.

We present below an overview of how, since the advent of the
Internet and digital technologies, we have witnessed a signif-
icant shift in power dynamics, fueled by a process of disinter-
mediation and reintermediation, which significantly affected
the role of trust and confidence in the governance and operation
of online platforms. This process culminated in the advent of
blockchain technology, touted as a disintermediation technol-
ogy that would entirely eliminate the need for trusted authorities
and enable peer-to-peer interactions in a fully trustless system.
Yet, as we will demonstrate, the promises do not always match
reality, and blockchain technology—just like any other technol-
ogy—can be both supportive and detrimental to confidence and
trust, depending on the uses that are made of it.

2.3 | The Role of Trust and Confidence in Internet
Governance

While the core technologies underpinning the Internet (i.e.,
the TCP/IP protocol) were developed in a military context
(ARPANET), the early ideological promises of digital technol-
ogies can be traced back to the 60s counterculture that thrived
in Silicon Valley. Figures like Steward Brand and other early
Internet visionaries considered that open computer networks
could foster new opportunities for long-distance communica-
tion and collaboration (Turner 2006). According to them, the
Internet—as a new space enabling people to connect and interact
without the constraints of geographical boundaries—would sup-
port the emergence of a collective intelligence that would mimic
the underpinning of a digital commune—in line with Marshall
McLuhan's vision of a “global village” (McLuhan 1957). Yet, this
digital commune cannot rely merely on trust because it consists
of strangers scattered around the world who have no reason to
trust each other.

This digital village first became mainstream with the emergence
and popularization of the Web in the early 1990s. Yet, the early
Web was a space where strangers all over the world could pub-
lish content online without any checks and balances. As a result,
frauds, scams, illicit content, misinformation, and hate speech
started to permeate this new digital realm. This showed that the
internet was not a digital commune populated with like-minded
individuals who could trust each other, but rather a place full of
people with different intentions, some of which were malicious.

The uncertainty created by misinformation and dubious and
malicious practices eroded confidence and trust in online inter-
actions, hindering the internet's potential to be a reliable space
for communication, collaboration, and commerce.

This dilemma was addressed with the enactment of new laws
aimed at regulating many aspects of this new digital realm.
Yet, because of the decentralized and transnational nature of
many Internet services at the time, it was often challenging for
regulators to effectively enforce these laws. As proclaimed by
early Internet advocates, the internet was regarded as a new
digital space that governments simply did not have the right,
nor the capacity to regulate—as John Perry Barlow famously
proclaimed in his “Declaration of Independence of Cyberspace”
(Barlow 1996).

The trust problem that plagued the first iteration of the web
was resolved, albeit partially, with the advent of a new gener-
ation of the web. This new web was born out of the ashes of
the dot-com bubble, which saw the collapse of many compa-
nies that had been built on the back of the first generation of
internet platforms (Rushkoff 2022). It was designed to build a
more trustworthy internet, where users could be confident (i.e.,
assured) that the information they were sharing was accurate
and reliable because they trusted the online operators to verify
and moderate the content uploaded onto their platforms. Social
media platforms such as Facebook and Twitter (now X) allowed
users to connect with each other and share information in
real time, while trusting that any abuse of the platform would
be sanctioned by the platform operators. Over the years, the
large platforms started to evolve into a set of “walled gardens”
(Mazzucato 2019) making things secure and predictable within
their own online space. This is achieved, amongst other things,
through instruments like ratings and reputation mechanisms
(e.g., on Uber or Airbnb) (Bodo 2021).

While not necessarily intended as such, these walled gardens
can be said to have, at least to an extent, resolved the trust
problem that permeated the early Internet. This was achieved
through the introduction of trusted intermediaries that would
be in charge of policing their own (centralized) online platform.
However, this new version of the Web eventually started to show
its limitations, as it became apparent that the solution it pro-
vided to the lack of trust among strangers actually introduced
a new problem regarding the extent to which these new trusted
intermediaries could, indeed, be trusted.

Part of the problem relates to the emergence of “surveillance
capitalism” (Zuboff 2019): a new logic of data extraction that
turns user data into a resource for profiling, targeted advertis-
ing, and behavioral manipulation. Another part of the problem
relates to colonialist hubris, following, for instance, from the use
of Facebook in the unfolding of genocidal events in Myanmar
due to the lack of content moderators understanding the local
language (Whitten-Woodring et al. 2020). Problems also arose
from third parties infecting these online walled gardens from
within, as happened with the Cambridge Analytica scandal
(Wylie 2019). More importantly, the erosion of confidence in
the everyday operations of the dominant platforms came about
as soon as it became clear that the actors operating these plat-
forms cannot be trusted, since they are mostly interested in
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the maximization of profits rather than in serving the inter-
ests of their user base (Mannan and Schneider 2021). Indeed,
ultimately, the operations of platforms are decided by powerful
individuals, like Mark Zuckerberg, who often exercise discre-
tionary power over the platforms they operate.

With major platforms like Google and Facebook accumulating
vast amounts of user data, concerns about privacy and data se-
curity came to the forefront. In response to this erosion of trust
and confidence, jurisdictions around the world introduced strin-
gent data protection laws, the most notable being the General
Data Protection Regulation (GDPR) in the European Union.
These regulations empowered national data protection agencies
with significant authority over online operators, enabling them
to impose substantial fines on non-compliant corporations. This
forced major platforms to reassess their data handling practices,
leading to greater transparency, enhanced user consent mech-
anisms, and improved cybersecurity measures. Yet, despite the
increased confidence that these regulations brought, once the
genie was out of the bottle, it became difficult to put it back in.
Once it became clear that centralized online platforms are gov-
erned by the whims of their online operators, whose commercial
interests are often misaligned with the interests of end users,
it became difficult for users to fully trust these intermediary
operators.

It is in this context that Web 3 makes its appearance, attempting
to overcome the shortcomings of its predecessors in a variety of
areas. The Web 3 has to be distinguished from “Web 3.0” origi-
nally coined by Sir Tim Berners-Lee (the inventor of the World
Wide Web) to describe the concept of the semantic web, an evo-
lution of the internet where bits of information are semantically
linked to each other in a way that is also comprehensible to ma-
chines, facilitating more advanced and contextually relevant
user experiences. However, as the semantic web failed to take
on, the blockchain community subsequently used the term Web
3 to describe a new generation of web applications that leverage
blockchain technology as their backend infrastructure. These
applications embody the decentralized and tamper-proof nature
of blockchain technology, paving the way for a more secure,
transparent, and user-centric internet experience.

Web 3—the primary focus of this special issue—distinguishes
itself from the previous iterations of the web in that it presents
itself as a “confidence machine” (De Filippi et al. 2020). While
the earlier implementations of the web were subjected to the
“rule by men”—be it a bunch of all-powerful admins or feu-
dal lords (Schneider 2022)—Web 3 relies on blockchain-based
technology that, at least in theory, is not subject to the whims
of any single entity. Just like in the early days of the Internet,
many of the Web 3 visionaries, such as Satoshi Nakamoto and
Vitalik Buterin, saw the emergence of blockchain technology as
an opportunity to succeed where the Internet had failed, creat-
ing a new decentralized infrastructure that does not depend on
any centralized authority to operate. As such, Web 3 is regarded
by some as a confidence-building machine to the extent that
it relies on a peer-to-peer network technology that no human
participant can unilaterally manipulate or control. Yet, even if
blockchain technology might indeed qualify as a confidence ma-
chine, as we will show in the following section, the confidence
in the operations of a Web 3 platform ultimately depends on the

power dynamics at play in the underlying blockchain network
(Rennie et al. 2022), which essentially reintroduces the issue of
trust (De Filippi et al. 2020). Moreover, even if the underlying
blockchain network is appropriately governed, the Web 3 appli-
cations that interface with it constitute the weakest link insofar
as they might be flawed and attacked by malicious users, or sim-
ply intentionally built to deceive. Trust, therefore, still has an
important role to play also in these allegedly “trustless” systems.

This exposition of the dynamic between trust and confidence
in different iterations of the web is relevant for regulation and
governance for at least two reasons. First, exogenously, the fail-
ure to establish trust and confidence online has led to important
regulatory interventions. For the early Internet, the newfound
possibility of freely sharing information online has led to dra-
conian regulations against copyright infringement and online
piracy. Later, the potential misuse of power from large platform
operators has led to stringent privacy regulation (notably the
General Data Protection Regulation in the EU) and far-reaching
debates concerning antitrust legislation targeting these plat-
forms. For Web 3, problems of criminality, fraud, and hacks
have harmed confidence in blockchain-based systems and have
led governments around the world to initiate proposals to regu-
late this nascent industry. Second, endogenously, emerging dig-
ital technologies have unlocked new governance dynamics that
have led to innovative responses to the erosion of online confi-
dence and trust. For the early Internet, the need to ensure the
development and maintenance of many Internet protocols led
to the creation of institutional bodies like the IETF, the W3C, or
the ICANN, whose legitimacy ultimately depends on the public
trust they manage to elicit (Jongen and Scholte 2021). In the plat-
form era, failures of online operators to protect their platforms
against abuses, as illustrated by the rampant spread of fake news
and misinformation, led to the creation of new governance bod-
ies endogenous to these platforms, like the Facebook Content
Oversight Board (Klonick 2020). Finally, for Web 3, the legal and
regulatory challenges it has raised have instigated significant
experimentation with governance and self-regulatory practices,
which are featured prominently in this special issue.

3 | Blockchain Technology and the Confidence
Machine

In this third section, we present the role of blockchain technol-
ogy as a “confidence machine” explaining its relevance for dis-
cussing contemporary challenges to trust and governance.

Blockchain technology emerged in the late 2000's with the ad-
vent of Bitcoin, a decentralized cryptocurrency that can be
traded without the need for any financial intermediary. Since
then, the potential of blockchain technology has been leveraged
by a variety of different actors and in multiple domains, includ-
ing decentralized financial applications (DeFi) (e.g., Uniswap,
Compound, MakerDAO), insurance (NexusMutual), remittances
(e.g., BitPesa, Wyre, Wirex), recordkeeping (e.g., Delaware's
blockchain-based recordkeeping of corporate stocks), digital
identity (e.g., Worldcoin), and organizational structures (e.g.,
dOrg). These new blockchain-based organizational structures
are being used for a wide range of purposes, including governing
and supporting political movements (e.g., AssangeDAO funding
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legal support for Julian Assange), humanitarian efforts (e.g.,
UkraineDAO collecting funds to support Ukrainian resistance
in the war against Russia), and climate change initiatives (e.g.,
KlimaDAO seeking to make global carbon offset markets more
transparent and efficient). All these applications and services
rely on a blockchain in order to facilitate the execution of finan-
cial or non-financial transactions in a peer-to-peer and distrib-
uted manner. While the concept and operations of a blockchain
are fairly complex, in practical terms, it can be described as a
distributed ledger, which records transactions in a shared and
commonly managed database that is highly resilient (i.e., diffi-
cult to shut down) and tamper resistant (i.e., difficult to corrupt).

Drawing from the “code is law” body of literature, blockchain
technology is described by many of its proponents as the ulti-
mate solution to the problem of trust, using code-based proto-
cols and technologically-enforced rules to mediate interactions
amongst people who do not know, and therefore do not trust
each other (De Filippi et al. 2024a). This is what led early block-
chain advocates to define this technology as a “trustless” tech-
nology—that is, one that no longer requires trust.

There are a number of reasons why blockchain technology is
often described as a trustless technology. First, the code-based
protocols that are used to mediate interactions among people
who do not know each other can be seen as a way of eliminating
the need for a trusted intermediary. Second, the fact that these
protocols are enforced by technology, rather than by humans,
means that they are less likely to be corrupted or manipulated
with malicious intent. And third, the transparency require-
ments in many blockchain systems mean that users must ver-
ify and validate all the transactions that are taking place on the
network, which makes it difficult for anyone to cheat or act in
bad faith.

Yet, we argue that the qualification of blockchain technology as
a trustless system is not only misleading—because no system
can be perfectly trustless—but also problematic to the extent
that it is shifting the focus away from the real contribution of
blockchain technology. The point is not to eliminate trust, but
rather to increase the level of confidence in the way the system
works. Blockchain technology is, therefore, more appropriately
described as a “confidence machine”—that is, a system that is
designed to instill confidence in its users.

The concept of a “confidence machine” was first introduced in
a previous article by the same authors (De Filippi et al. 2020)
describing the impact of blockchain technology on confidence
and trust. In this article, we argued that blockchain technology
can be used to create systems that are more transparent and
predictable through the combination of technological elements,
namely: cryptographic primitives, distributed consensus, and de-
terministic computation. With regard to the former, blockchain
technology relies on public-private key cryptography in order
to ensure that transactions are valid, and that only those who
hold the private key can execute transactions on behalf of the
wallets associated with the corresponding public key address. A
blockchain also relies on one-way (hashing) functions in order
to guarantee the integrity of all data recorded on the blockchain,
as well as to maintain the chronology of each block within the
larger chain of blocks. Distributed consensus also contributes

to greater confidence in the system. Indeed, a blockchain is a
distributed database that is maintained by a network of com-
puters, each of which has a copy of the entire database. When
a new transaction is added to the database, all computers in the
network must reach consensus on the validity of the transaction
before it can be added to the blockchain. This consensus-based
approach to transaction validation makes it very difficult for
anyone to insert invalid transactions on a blockchain. Finally,
because all software code deployed on a blockchain is executed
in a distributed manner by all network participants, it comes
with a guarantee of execution which is such as to ensure that
no one has the ability to influence or terminate the execution
of such code. One can therefore be confident that the code will
always execute precisely as planned, with no possibility of third-
party intervention or interference (Figure 1).

These elements work together to create a seemingly “trustless”
environment that can facilitate interactions amongst people
that do not know, and therefore do not trust each other. Yet, this
allegedly trustless system only works insofar as we can trust
the underlying governance structure of these systems. Indeed,
if some actors were to collude to take control over more than
51% of the network, the confidence-building properties of block-
chain technology would no longer be guaranteed. Confidence in
a blockchain-based system is, therefore, dependent on at least
some degree of trust in another system—namely the underly-
ing network of actors (i.e., miners and validators) operating the
network. As one of the articles of this special issue argues, “the
human components of these systems, and the vulnerabilities
they introduce, cannot be easily engineered away” (Bodo and
De Filippi 2024).

The qualification of blockchain technology as a confidence ma-
chine hassignificant implications for regulation and governance.
With regard to governance, the characteristics of a blockchain
network—in terms of transparency, disintermediation, and au-
tomation—make it possible to deploy so-called decentralized ap-
plications (DApps) that are executed in a distributed manner by
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FIGURE 1 | Schematic representation of the blockchain as a confi-
dence machine—reproduced from De Filippi et al. (2020).
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all the network's participants. To the extent that they cannot be
controlled, manipulated or even terminated by any single actor,
these decentralized applications are often regarded as autono-
mous systems, that is, systems that operate independently of any
third party or trusted authority. This eventually spurred the de-
velopment of so-called Distributed Autonomous Organizations
(DAOs), that is, blockchain-based applications that enable the
coordination of multiple people towards a common purpose,
whose interactions are mediated via technologically-defined
rules that do not require any enforcement authority because
they are automatically enforced by the underlying blockchain
network. The advent of DAOs brought significant developments
in the blockchain space, as this novel structure has been used to
govern protocols and a host of other collective initiatives. While
DAOs are still far from having acquired mainstream adoption,
they have gained substantial popularity in recent years, as they
have been used in the field of Decentralized Finance (DeFi) to
govern significant blockchain protocols such as Uniswap (for
the decentralized exchange of cryptocurrency and blockchain
tokens), MakerDAO (for the creation and management of “sta-
blecoins” that are pegged to the US Dollar) or Synthetix Protocol
DAO (for earning passive income from existing cryptocurren-
cies). DAOs are increasingly being adopted in fields other than
finance as well. The aforementioned KlimaDAO, designed to
build a sustainable global carbon offset market, can already ben-
efit from having more than 100,000 members and participants,
whereas Uniswap has a treasury worth US$ 2.6 billion as of
September 2024. These DAOs have a significant real-world im-
pact, with the litigation funding support of AssangeDAO raising
over 50 million USD worth of ETH in February 2022 and being
lauded for helping ensure Wikileaks founder, Julian Assange's
release from custody (Craig 2024).

In terms of regulation, the decentralized nature of blockchain
technology, as well as the pseudonymity of the parties involved
in transactions, is perceived by many as a source of legal uncer-
tainty. Indeed, while the regulatory environment is still in its
infancy, in many jurisdictions the regulatory approach to block-
chain technology is of a reactive nature, with the relevant au-
thorities constantly trying to catch up with the technology's pace
of development. Yet, as one of the articles will delineate below,
due to the aforementioned properties of blockchain technology,
it can be very challenging to retrofit existing regulations drafted
for the traditional financial sector to the decentralized financial
sector enabled by Web 3 (Bodo and De Filippi 2024).

The combination of disintermediation and autonomy has even
led some people to describe blockchain-based systems as being
“alegal” (Wood 2014), in the sense that they cannot be brought
under the aegis of the law. Indeed, many of these systems chal-
lenge the boundaries of the current legal system, and any at-
tempt at bringing them within the scope of existing regulation
would require a significant legal reform (De Filippi et al. 2022).
That idea is not entirely without precedent. Already in 1996,
with the Declaration of Independence of Cyberspace, John Perry
Barlow advocated for the establishment of a global digital en-
vironment free from government control (Barlow 1996). A few
years later, Lessig (1999) made the observation that cyberspace
was “unregulatable,” meaning that governments could not exer-
cise coercive power over it. In fact, the decentralized and disin-
termediated nature of many Internet applications at the turn of

the century made it difficult for a centralized authority to regu-
late their operations.

However, the progressive concentration of power in the hands
of a few large online platform operators (like Alphabet/Google,
Meta/Facebook, Twitter/X, etc.) who are responsible for a large
majority of the Internet traffic eventually made it possible to
regulate the Internet by simply regulating the operators in
charge of these online platforms, requiring them to implement
specific policies or code-based regulations onto their platforms
(De Filippi et al. 2024b). As the Internet eventually failed to
escape from regulatory oversight, blockchain technology came
to the rescue, offering a new decentralized and disinterme-
diated technological infrastructure that comes along with its
own technologically mediated regulatory framework, referred
to as the lex cryptographica (De Filippi and Wright 2018). The
lex cryptographica would—allegedly—be immune from exter-
nal regulatory control. Yet, just like with the Internet, while
the regulation of blockchain-based systems remains a challeng-
ing task, the regulatory framework has begun to catch up with
these technological advances—mostly focusing on the operators
of newly intermediated Web 3 services (e.g., cryptocurrency ex-
changes, security brokers, token issuers, or other commercial
operators) as the subject of these regulations. This can be seen,
for example, in the European Market in Crypto Assets (MiCA)
Regulation, which establishes a comprehensive regulatory
framework for centralized crypto-asset service providers across
the European Union.

Yet, even though it is possible to regulate centralized operators
in order to influence the operations of many Web 3 applications,
in the context of fully decentralized blockchain-based networks
where there is no one single operator in charge of operating the
system, enforcing regulations without the collaboration of a large
majority of network participants can be very challenging. This
is perhaps why EU legislators have chosen to exclude crypto-
asset services that are “provided in a fully decentralized manner
without any intermediary” (Recital 22, MiCA Regulation) from
the scope of the MiCA Regulation. Courts are also struggling
to regulate decentralized blockchain networks more generally.
The Tulip Trading' litigation in England provides an illustrative
example. Craig Wright—the founder-CEO of Tulip Trading Ltd.
and self-proclaimed inventor of Bitcoin—claimed that crypto-
assets worth 3 billion GBP (at the time) were stolen from two
of his Bitcoin addresses. He alleged that the core developers of
the Bitcoin network had both fiduciary duties and a duty of care
under tort law to protect the assets of Bitcoin users, including
Tulip Trading. Thus, he contended that Bitcoin core developers
were under an obligation to implement a technical solution (e.g.,
a software patch) to help him regain control over the allegedly
stolen crypto-assets. The existence of such duties has proven to
be contentious, as illustrated by the divergent conclusions pro-
vided by the England & Wales’ High Court and Court of Appeal
when this case appeared before them.

While the High Court found that a fiduciary relationship could
not exist as “bitcoin owners can[not] realistically be described
as entrusting their property to a fluctuating, and unidentified,
body of developers of the software” (paragraph 73, EWHC),
the Court of Appeal held that a fiduciary duty could potentially
be construed as a result of “entrustment” (paragraphs 77-78,
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EWCA), to the extent that core developers are the only ones in
position to patch bugs in the software. The case shows the diffi-
culty in attributing liability and obtaining remedies in fully de-
centralized blockchain networks where there is no centralized
operator. In particular, it reveals the difficulty in establishing
trust relationships (particularly those that are fiduciary in na-
ture) amongst a large, fluctuating, and pseudonymous group of
developers, as found in the largest public blockchain networks.
Besides, although matters such as restitution and compensation
are usually within the purview of the legal system, it is unclear if
the legal system can offer an effective remedy in a context where
coercion is specifically precluded. Finally, this example shows
how the governance of the technology is inherently entangled
with the governance by the technology, to the extent that the
latter can impose constraints on how a technological structure
may be modified or updated.

4 | Regulatory and Governance Challenges and
Responses to Those Challenges

As discussed above, the distinct properties of blockchain proto-
cols present regulatory and governance challenges that can both
support and undermine trust and confidence. This is because
confidence in the operation of blockchain protocols is linked—
to a certain extent—to trust in a particular set of third parties,
such as the network validators, or even smart contracts auditors
(Bodo and De Filippi 2024).

There are numerous activities in the context of blockchain-based
networks and Web 3 applications that warrant regulation and
law enforcement. These include, amongst other things, crimi-
nal operations (e.g., theft, operation of ponzi schemes, money
laundering, child pornography distribution), civil torts (e.g.,
professional negligence), and violations of human rights (e.g.,
privacy breaches). These also include financial mismanagement
and oversight failures, which—even where they fall short of the
liability standards imposed by financial or corporate law—are
detrimental to the public. Peer-to-peer networks and global fi-
nancial networks have long encountered these regulatory chal-
lenges, but as explained in the previous section, enforcement is
particularly challenging in the context of blockchain-based net-
works. Even with a court order against the perpetrator of an of-
fense, the pseudonymity of participants in blockchain networks
makes regulatory enforcement a very challenging (although not
impossible) task (Bodo and De Filippi 2024).

In circumstances where the operations of a Web 3 applica-
tion are managed by clearly identifiable entities, as Bodo and
De Filippi (2024) argue in this issue, there is no need to treat
them differently from traditional centralized intermediaries.
Indeed, centralized crypto-exchanges can be, and in fact often
are, subject to similar Know Your Customer (KYC), Anti-
Money Laundering (AML), and Counter-Terrorist Financing
(CTF) laws as centralized fiat currency exchanges. Yet, many
blockchain-based applications do not have any single operator in
charge. Their operations are dictated by a set of code-based rules
enshrined into the code of associated smart contracts, often with
only limited governance power assigned to the holders of a par-
ticular cryptocurrency or token. Hence, it is possible that, in
some circumstances, the operations of these blockchain-based

systems be—at least partially—incompatible with existing reg-
ulations, leading to a potential conflict between the rule of law
and the rule of code (De Filippi et al. 2024b). Among the numer-
ous constraints in designing distributed governance systems dis-
cussed in this special issue, Bodo and De Filippi's article notes
the constraints in switching between traditional finance and de-
centralized finance.

This is the case, for instance, of Tornado Cash, a decentralized
blockchain-based system enabling Ethereum users to preserve
the privacy of their financial transactions. In light of recent al-
legations that Tornado Cash was being used to support criminal
activities by a North Korean terrorist group, the U.S. govern-
ment decided to impose sanctions on the service. Yet, faced with
the impossibility of identifying any particular legal person re-
sponsible for the operations of this blockchain-based system, the
U.S. government ultimately went on to sanction Tornado Cash's
smart contract addresses on Ethereum—creating controversy
about whether a technological system as opposed to a person or
legal entity can at all be subject to U.S. sanctions (Brito and van
Valkenburgh 2022).

Most blockchain-based applications are not illegal per se, but may
nonetheless fail to replicate—whether intentionally or not—spe-
cific legal provisions into their own technological ruleset. This
might deprive users of some of the legal guarantees that state
regulations impose upon more traditional centralized entities.
For instance, directors of a company are expected to act with a
duty of loyalty toward the company and demonstrate a duty of
care in their decision-making processes. Because the bylaws of
a company cannot articulate all the contingencies under which
these duties may be breached, existing bodies of law—such as
corporate law, fiduciary law, and tort law (amongst others)—es-
tablish the basic norms for a judge to determine, after the fact,
whether a breach has occurred, by evaluating the factual cir-
cumstances (Hart 1961). The same does not apply in the context
of DAOs. Indeed, to the extent that blockchain-based systems
only abide by the rules enshrined in their code-based protocols,
if certain issues are not addressed in the smart contract code of a
DAO there are no default rules, norms, or mechanisms that can
fill in the gaps or resolve any unexpected issue that might arise
over time.

Backer's contribution to this special issue reveals the implica-
tions of this regulatory and normative void on the sources and
nature of trust. He shows how the use of digital technologies
was intended to address earlier crises in trust—for example,
trust in corporations and corporate directors—but has in the
process created new quantified, data-driven regimes of account-
ability that has transformed trust from being qualitative and in-
terpersonal into a “product” (Backer 2024). Consequently, trust
is no longer reposed in individuals leading corporations, but in
trust accountability systems (i.e., “trust platforms”), thereby
making corporate governance regimes more complex. Backer's
contribution thereby highlights the constraints and limits of
quantification.

Alston's contribution to this special issue also addresses this
specific point on norms. He argues that although “governance
by protocol” holds certain benefits (e.g., precision and finality
in executing transactions), it remains inevitably incomplete and
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incapable to cope with a “complex set of exogenous shocks and
human actions”, such as hacks, defects in the protocol, and the
evolving needs of network participants (Alston 2024). These are
constraints arising from the incompleteness of contracts—and
protocols. His central argument distinguishes between two
types of “social rules”: institutions and norms. The former are
articulated by an organization with a view to bind the organi-
zation's members to a particular set of rules, thereby increas-
ing confidence in the way the organization operates. The latter
emerge from the aggregation of individual preferences on how
others should behave. They thus become more and more costly
to violate as preferences reach a critical mass. Besides, while in-
stitutions precisely define acceptable and unacceptable behavior
ex ante, norms are also capable of addressing unforeseen be-
havior ex post. Hence, while they both contribute to promoting
confidence by bringing more predictability in the system, the
confidence generated by institutions is limited to a more narrow
set of behaviors, whereas norms are broader in scope but weaker
in terms of predictability, because they require people to trust
that others will in fact intervene in order to enforce these norms.
Alston sees blockchain protocols as an “aggregate set of digital
institutions” which codify most of their operational rules with
little room left for the emergence of social norms (Alston 2024).
As such, they can provide high degrees of confidence in their
everyday operations, but may sometimes face “significant gover-
nance challenges” as individuals start using the system in ways
that differ from what the code was originally intended for.

Similarly, Bayern's contribution highlights the constraints of
formalism emerging as a consequence of relying exclusively
on code-based algorithms for governance. He warns that the
greater the reliance of an organization on purely algorithmic
governance, thereby increasing confidence by and eliminating
the scope of human judgment, the greater the risk that the or-
ganizations will not be able to respond to events that were un-
anticipated at the time the algorithmic rules were designed and
implemented, thus reducing the reliability of the system. He ar-
gues that any attempt of achieving confidence at all costs gen-
erates constraints in terms of drafting, handling errors, while
removing the benefit of “centuries of legal experience” that is
essentially grounded on trust (Bayern 2024).

So what kind of governance mechanism is appropriate when
human discretion is desirable? Davidson and Potts (2024) argue
that mechanisms inspired by corporate governance—rather
than political governance—should be used to address the gov-
ernance of blockchain systems. These two forms of governance
serve very different functions: corporate governance seeks to
prevent “insiders” (e.g., managers) exploiting “outsiders” (e.g.,
shareholders), while political governance seeks to “legitimize
and normalize coercion”. In short, a constraint of using political
governance concepts and methods to address the governance of
blockchain systems is their maladaptation to the functions of
governance in these systems. They argue that corporate gover-
nance is a more apt frame of analysis for blockchain technol-
ogies as public, permissionless blockchain protocols operate
on the basis of voluntary cooperation, where no single actor
can unilaterally coerce others. The two authors see corporate
governance as a source for trust, to the extent that it can help
mitigate the risk that contracts—including smart contracts—do
not execute as expected. In making this argument, they depart

from the more political conception of governance articulated by
Ethereum founder Vitalik Buterin. Indeed, while Buterin sees
(political) legitimacy as the key justification for people consent-
ing to certain types of behavior and participating in the enact-
ment of said behavior because they expect others to do the same,
Davidson and Potts (2024) adopt a more economic lens, justi-
fying these type of behaviors on the ground of property rights.

Allen et al. (2024) further expand on this perspective by investi-
gating the governance of blockchain “treasuries,” that is, pools
of cryptocurrencies that are reserved for funding local public
goods such as protocol development and research grants. The
authors acknowledge that the funding of public goods goes be-
yond the conventional role of private actors, leaning more to-
wards the role of “nation state” and other public governance
bodies. However, they argue that since public permissionless
blockchain protocols are not subject to any governmental au-
thority, corporate governance is a better fit to analyze their
governance structures. As a result, they propose a hybrid ap-
proach for the governance of blockchain treasury governance,
straddling both public and private governance. They identify
opportunism as a distinct constraint of blockchain treasury gov-
ernance, and designing governance systems to diminish such a
constraint necessarily entails trade-offs between insider costs
(i.e., opportunism by the small number of insiders who control
a treasury) and outsider costs (i.e., opportunism by the outsiders
who can legitimately or illegitimately gain control of a treasury).

The importance of trust in blockchain governance becomes even
more apparent when blockchain products are implemented by
a joint public-private project. Meyers and Keymolen (2023) il-
lustrate this point through the case study of the “Red Button”
project implemented in two municipalities in the Netherlands,
allowing for indebted citizens to receive a temporary suspension
in debt repayments. The project leveraged blockchain technology
to allow citizens to credibly signal their indebtedness to relevant
public authorities without storing any personal data on-chain,
while also benefiting from an immediate stay on payments with-
out having to directly interact with public authorities. In other
words, it addressed the issue of shame that often makes indebted
persons hesitant to seek help (Meyers and Keymolen 2023). As
the authors note, at the time of writing, the Red Button was more
of a theoretical blockchain use case than an actual product; the
project still required heavy involvement from social workers
and debt suspensions were not automated. However, the refer-
ence to blockchain technology was useful in revealing the web
of trust relations that undergird the various stakeholders in this
project, including citizens, public authorities, private compa-
nies developing blockchain products, and so on. For instance,
the reluctance of citizens to seek debt relief is indicative of the
distrust that citizens feel towards public authorities, particularly
when it comes to sharing personal financial data. The success
of such projects—whether or not they eventually come to use
blockchain technology—requires trust, as project participants
have to be certain that their “openness” or “critique” will not be
used against them. In sum, hesitation is an overarching theme
constraining the use of blockchain technology for certain public
administration functions.

In light of the numerous regulatory and governance challenges
discussed thus far—and the implications they have on trust and
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confidence in blockchain systems—what can be done to ad-
dress these challenges? The authors in this special issue present
a range of solutions to mitigate these issues by either building
trust or cultivating confidence, or both.

Backer (2024) stresses the need for building trust in trust
accountability systems (e.g., reputation systems), as trust
in organizations, including DAOs, is contingent on trust in
these overarching systems. According to Bodo and De Filippi
(2024), oftentimes regulators can only indirectly influence
blockchain systems, by pressuring developers and maintain-
ers or demanding the use of specific user interfaces. Where
coercion is not possible, governance becomes all the more im-
portant. In the context of Decentralized Finance (DeFji), confi-
dence in the operations of a blockchain-based application can
be increased by means of technical measures, like making
smart contracts pausable, undertaking code audits, and incen-
tivizing bug hunting. Yet, as argued by Alston (2024), a blend
of both institutions and norms is needed to address the uncer-
tainties confronting the governance of blockchain-based sys-
tems, with the former contributing to building confidence and
the latter enhancing trust. To handle governance challenges
arising from unintended uses of the technology, unexpected
errors, or other edge cases, the set of institutional rules that
makes up a blockchain-based application needs to incorporate
or approximate social norms. In other words, building trust is
essential for the resilience of blockchain-based systems, even
in nominally trustless systems. Alston (2024) argues that, for
instance, an ex post dispute resolution mechanism, like an ap-
peal process, can help cope with unexpected events. Yet, in
designing such a resolution mechanism, the selection process
and incentive system for the individuals chosen to arbitrate
the issue are crucial. Bodo and De Filippi (2024) also make a
similar argument, advocating for a “conflict resolution” sys-
tem and “insurance scheme” to diminish risk and help the
DeFi ecosystem grow. Indeed, in certain contexts where ex
post enforcement is impracticable, reliance on social norms
can provide the “action space” through which relationships
and reputations can be cultivated online, thereby making de-
fection costly.

This is broadly in line with the approach of Davidson and
Potts (2024) that encourages lessons from corporate gover-
nance and private ordering to address governance problems
in the blockchain space. In particular in the context of block-
chain treasuries, which requires a hybrid approach between
public and private governance, trust can be generated by
practices like electing foundations or committees, stakeholder
voting, self-executing spending decisions, “as well as inno-
vative voting mechanisms with asymmetric voting weights
(such as quadratic voting)” (Allen et al. 2024). In the more
explicitly public context of municipal debt recovery, Meyers
and Keymolen (2023) argue that trust can be built by reducing
legal and technical complexity and involving citizens more
deeply in the design of blockchain-based applications. This re-
flects a diversity of approaches towards generating trust in the
blockchain space, but as Allen et al. (2024) persuasively argue,
each institutional environment is different and this diversity
should be embraced.

Bayern (2024), in contrast, tackles the voluntary compliance of
state regulation over the cultivation of social norms. He con-
tends that even those blockchain networks which purport to
operate beyond the purview of the law should voluntarily submit
to state regulation (specifically, corporate laws) so as to reduce
formalism costs. Indeed, provided that the judicial system will
respect the intention and autonomy of parties to set up their gov-
ernance and business affairs as long as they comply with the law,
regulatory compliance will contribute to protecting blockchain
systems from outside intervention. In other words, the predict-
ability of a blockchain network can be buttressed with the sup-
port of a robust and advanced legal system, bringing greater
confidence in a regulatory compliant system than in a system
that operates in isolation. Yet, Bodo and De Filippi warn that
the application of regulation or the adoption of new supervisory
authorities for the blockchain ecosystem comes along with cer-
tain trade-offs: the technological and financial risks of an unsu-
pervised environment need to be counterbalanced with the risk
of a greater centralization of power in the hands of regulatory
authorities, who may potentially interfere with the operations of
an allegedly autonomous blockchain-based system.

5 | Articles in This Special Issue

In this section, we provide an overview of the articles that are
part of this special issue and how they relate to the use of trust
and confidence in the context of regulation and governance. We
organized the articles according to three broad themes: (1) theo-
rizing trust and emerging technologies, (2) trust and governance
in blockchain systems, and (3) emerging technologies, trust, and
global governance.

Theme 1: Theorizing Trust and Emerging Technologies.

Eric C. Alston. Norms, Institutions, and Digital Veils of
Ignorance—Do Network Protocols Even Need Trust?

This article explores the dynamics of governance in digital
spaces, particularly focusing on the role of institutions and
norms within blockchain protocols and smart contracts. It dis-
tinguishes between institutions, which define and enforce rules
ex ante to manage predictable behaviors, and norms, which
guide behavior in both known and unpredictable situations.
While blockchain systems aim for institutional completeness,
they face limitations when dealing with unforeseen events.
Thus, Alston highlights the importance of balancing formal
institutional rules with community-driven norms, arguing that
blockchain protocols need to account for flexibility, as institu-
tions alone may not fully address the complexities and uncer-
tainties that may arise in these systems. Social norms that exist
within the user community can complement these protocols to
better address uncertainty, making it easier for blockchain sys-
tems to adapt to unexpected challenges, thereby maintaining
trust among users. The article's practical examples, such as the
Facebook oversight board and the Lightning Network, demon-
strate how these concepts apply in real-world settings, offering
valuable insights for protocol designers and policymakers navi-
gating the challenges of digital governance.
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Bodo Balazs and Primavera De Filippi. Trust in Context: The
Impact of Regulation on Blockchain and DeFi.

This article explores the contrasting foundations of trust and
confidence in traditional financial systems and decentralized fi-
nancial services (DeFi). Traditional finance relies on regulation,
trusted intermediaries, and established norms to build trust. In
contrast, DeFi seeks to establish confidence through blockchain
technology, which enforces rules via protocols and smart con-
tracts, reducing reliance on intermediaries. However, Balazs
and De Filippi argue that despite the technological safeguards
of DeFj, traditional trust mechanisms, such as governance and
anti-fraud regulation, remain essential to address issues like
bugs, scams, and overall system integrity.

The article delves into the complex relationship between trust
and confidence, suggesting that while DeFi aims to shift reli-
ance from institutions to code, it cannot entirely eliminate the
need for traditional trust mechanisms. Regulation and trusted
intermediaries may still be necessary for DeFi to gain wide-
spread adoption, particularly in mitigating risks and uncer-
tainties that purely software-based solutions cannot address. In
other words, the article suggests that DeFi's confidence-based
model, while innovative, must integrate with traditional trust-
enhancing structures to ensure reliability and user confidence.
This blending of trust architectures is seen as crucial for DeFi's
long-term viability and regulatory acceptance.

Yet, the article also acknowledges that if regulation in the
DeFi space can help bridge the gap between code-based confi-
dence and the broader trust that users require to engage with
financial systems, it may also contribute to reducing the confi-
dence that users have in the operation of DeFi systems that are
no longer purely algorithmically regulated and can therefore
be influenced and potentially interfered with by regulatory
authorities.

Theme 2: Trust and Governance in Blockchain Systems.

Darcy Allen, Chris Berg, and Aaron Lane. The Blockchain
Treasury Governance Dilemma.

Allen, Berg and Lane's article calls for the governance of
blockchain treasuries using both public and private gover-
nance. The authors concentrate on the various opportunism
costs—both endogenous (e.g., misappropriation of funds by
internal actors) and exogenous (e.g., malicious diversion of
funds by external actors)—can be mitigated so as to estab-
lish trust. Drawing from the Institutional Possibility Frontier
(IPF) framework—distinguishing between dictatorship costs
(related to public expropriation) and disorder costs (related to
private expropriation)—they seek to understand how these
trade-offs take place in the context of blockchain treasury gov-
ernance. Instead of the trade-off between dictatorship costs
and disorder costs, they see a trade-off between insider costs
and outsider costs. Insider costs are attributable to how au-
thority is allocated, while outsider costs arise due to the “open
nature of blockchain ecosystems”, allowing for private expro-
priation through economic (e.g., collusion) or technical (e.g.,
hacking) means.

The authors argue that both typologies of costs (insider and out-
siders costs) change over time and generally compensate one
another. Through various cases, they show how attempts to re-
duce one set of costs generally increase the other set of costs. For
instance, the use of a multisignature wallet (i.e., a wallet that
requires a particular number of authorized signatures to execute
a transaction) to govern the treasury of the popular decentral-
ized exchange Uniswap mitigates the outsider costs linked to a
potential takeover by the holders of Uniswap's native token, but
also generates higher insider costs, as the treasury is controlled
by a small number of actors, who necessarily have to be trusted
not to collude to divert the funds. The authors also show how
institutional design evolves in response to governance crises,
with, for example, the Sushiswap decentralized exchange repos-
ing control over their treasury to a small group of early Sushi
Swap investors after a scandal concerning an abuse of power
by the anonymous founder of the exchange, Chef Nomi, who
was then the sole holder of the keys to the Sushi Swap treasury.
In the Sushi Swap case, a small increase in outsider costs was
seen as worthwhile, in the face of insider opportunism. In the
authors’ view, the right balance must be found between insider
and outsider costs in an effort to bolster trust in the governance
of blockchain treasuries.

Sinclair Davidson. Corporate Governance in a Crypto-World.

In this article, the author contends that the means and processes
used to govern blockchain systems should draw inspiration
from corporate governance instead of political governance. He
explains that while both forms of governance are influential
in discussions on blockchain governance, they do not serve the
same function. Political governance is primarily concerned with
creating a legitimate basis for coercion in a context of invol-
untary cooperation. Corporate governance is more concerned
with preventing governance insiders like managers from ex-
ploiting governance outsiders like shareholders in a context of
voluntary cooperation. The latter is more akin to the situation
in blockchain-based systems as they also rely on voluntary co-
operation in which unilateral coercion by a centralized entity is
not possible. As with corporations, the author notes that foun-
dations, trusts, and other corporate entities are often used by
blockchain protocols to perform certain coordinating functions
and engage with off-chain actors. Thus, just as corporate gov-
ernance is used to build trust in corporations, principles and
mechanisms drawn from corporate governance can also be a
source of trust in blockchain-based systems when on-chain gov-
ernance fails or is incomplete.

Gert Meyers and Esther Keymolen. A Blockchain Solution
Looking for a Problem: Blockchain, Solutionism, and Trust.

This article critically examines the promises and limitations of
blockchain technology, particularly its claim to create “trust-
less” systems. While blockchain technology is often presented
as a solution to trust-related issues, the article argues that it does
not eliminate the need for trust. Instead, new forms of trust
must be established at different levels to make blockchain appli-
cations functional in real-world scenarios. The case study of the
Dutch Red Button pilot illustrates this, showing how, even when
the promises of blockchain technology are not fully realized, it
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can still act as a productive force in shaping new technological
solutions and governance models.

Overall, the article emphasizes that trust remains crucial even
in systems designed to minimize it. The narratives and promises
surrounding blockchain technology influence the development
of novel applications, regardless of whether these promises are
ultimately implemented. By highlighting the gap between the
theoretical benefits of blockchain and its practical challenges,
the article contributes to the broader discussion on how emerg-
ing technologies intersect with trust and governance, under-
scoring the importance of considering both the technological
and social dimensions of blockchain in regulatory contexts.

Theme 3: Emerging Technologies, Trust, and the Law.

Larry Catd Backer. Trust Platforms: The Digitalization of
Corporate Governance and the Transformation of Trust in
Polycentric Space.

In this article, the author traces the evolution of trust prompted
by the use of data-driven digital technologies and its implica-
tions on corporate accountability. From initially arising through
interpersonal relationships, these technologies transform the
sources of trust by making seemingly objective and quantifi-
able metrics and measures the basis of trust. These metrics and
measures of trust are mediated by trust accountability systems,
which Backer calls “trust platforms.” One example of a trust
platform provided by Backer is the state itself, but a trust plat-
form does not have to be a public actor.

These trust platforms aggregate and analyze data from multiple
groups of producers and consumers. They also enable multiple
regulatory frameworks and standards to be applied to the gov-
ernance of organizations that seek to be trusted (e.g., the UN
Guiding Principles of Business and Human Rights applied to
corporations). Through their mediation of a patchwork of trust
relationships (e.g., boards and user communities) using digital
technologies, the nature of trust is transformed by these trust
platforms into a “product” and “commodity.” Consequently,
the author argues that legal compliance requires less norma-
tive judgment and increasingly involves purportedly objective
assessments of these metrics and measures against relevant
regulations and standards. This assessment is often carried out
by third parties separate from actors being asked to trust (e.g.,
consumers) and actors seeking to be trusted (e.g., corporations).
Trust is thereby “produced” by these platforms, but ultimately
raises questions about the trustworthiness of these trust plat-
forms themselves.

Shawn Bayern. Trusting Organizational Law.

This article explores the interplay between trust and confidence
within blockchain systems. It argues that while blockchain aims
to create trustless systems, eliminating human judgment and
relying solely on algorithms introduces significant challenges.
Two of these challenges include “implementation costs” refer-
ring to the resource-intensive aspects of purely algorithmic
governance, and “formalism costs” referring to how purely algo-
rithmic systems are prone to drift from intended outcomes and
are vulnerable to unexpected scenarios.

To mitigate these issues, Bayern advocates for integrating prin-
ciples of organizational law within blockchain systems, using
the legal framework as a complement to algorithmic governance
as a means to achieve more flexibility for addressing errors or
unforeseen circumstances. By doing so, it is possible to enhance
trust and confidence in these decentralized platforms, balancing
the rigidity of technology with the adaptability of law.

Ultimately, the article emphasizes that reliance on organiza-
tional law can reduce the costs and risks associated with rely-
ing exclusively on technology, reinforcing the idea that effective
governance requires a combination of legal and technological
mechanisms, rather than an overreliance on either. By posi-
tioning organizational law as a mediator between algorithms
and legal enforcement, Bayern contributes to broader discus-
sions on trust and confidence in the governance of emerging
technologies.
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